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Introduction

There is no doubt that concerns about privacy are growing, including in the health care sector. In June
2016, Ontario’s new privacy legislation was enacted with the aim of better protecting patient privacy
and improving transparency in the health care system. More changes are expected once the Bill’s
regulations come into effect.

Within the HFHT, each family physician is a Health Information Custodian (HIC). HICs are responsible for
taking reasonable steps to ensure that the collection, use and disclosure of patients’ personal health
information is for authorized purposes only. Unauthorized “use” now explicitly includes the
unauthorized viewing of personal health information in EMRs, regardless of the motive, e.g., curiosity,
personal gain, concern about the health and well-being of individuals, interpersonal conflicts, etc.

One way to help identify whether there has been unauthorized access to patients’ personal health
information (e.g., “snooping”) is to conduct an EMR audit. This EMR Audit Reports Guide provides
instructions for running various types of audits on the P&P EMR, and some information about how to
interpret the results of each audit type. The audit reports will only provide information about user
activity in the EMR. You may need to collect additional information if the audit suggests that
inappropriate or unauthorized access to patients’ personal health information (i.e., a “privacy breach”)
may have taken place. The steps on page 13 of this guide can offer some general guidance on next
steps.
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How to Use This Guide

If this is the first time that privacy audits are being conducted, you may need to setup access to the
modules. In some cases, only certain users will have access to the audit setup so you may need to check
within your office to determine which user has the correct privileges.

Who/What Article Title Page No.
First-time Setup Instructions Accessing the Audit Trails 3
Specific patient Auditing a Specific Patient 6
Specific user activity Auditing User-Specific Activity 9

What to do if you suspect suspicious activity 13
Assistance and contacts 13
Appendix 1.1 HFHT Privacy Breach Protocol 14
Appendix 1.2 Audit Tracking Worksheet 17

It is recommended that a process for conducting regular audits be established. Auditing specific

patients who are more likely to be targets of snooping should be done at least once annually; however,

more frequent audits will decrease the amount of records to review and may help make audits more

manageable and meaningful.
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Accessing the Audit Trails

1. Logonto P&P and click on Utilities.

2. On the top toolbar, click Setups, then Security.
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3. The User Authorization Setup window will appear. Select the user you wish to grant access to
the audit trails (you can select yourself). Then, under the System Setup category, make sure the
Audit Trails option has a green checkmark. If it is a red X, click on the red X to make it a green

checkmark. (Likewise, you can deny access by making the green checkmark into the red X by
clicking on it again).
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4. Click (ﬂ ) to save and (ﬂ) to exit.

5. Under the Activate Audit Trails section, select the modules you wish to have audited. Click the
double arrow to expand and see all the modules.
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6. On the top toolbar, click Setups, then Files.
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7. The File Maintenance window should appear. On the top toolbar, click Utilities, then Audit
Trails. Refer to page 6 of the guide to audit a specific patient or page 9 to audit a specific user.
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Auditing a Specific Patient
1. Follow the steps in “Accessing the Audit Trails” to access the Audit Trails window.

2. Make sure that the Current option is checked in the Databases to Search field.

i Audit Trails E2

@Iggﬂ ﬂ AApait Fratls [” Imported audit trails only @‘

7 o B
Module: : E 3 Archived
Record Type: I I;I
Operation: I I;I
Audit Date Range:| /7 / = W
Entered By: I I;I
Field Search: Field Name Data

Enter up to 3 fields to seaich on. Usze “<text>>" in the Data
field to search on only the first part of a text string

3. Search for a patient by clicking the Patient Search Button (EI) to populate the Selected Patient
field.

4. Select “Medical Records” in the Module field.

17 Audit Trails
@I@EE 3! Audil frais " Imported audit trails only @”
. 5 Databaszes to Search:
Selected Patient: I I I
_Ig @ Current
Module: - € Archived
Hecord Type: T e yp— |
. eI AT
Operation: Billing

Laborat
Audit Date Range: [;:|;,:3ac:w

Evecare Records

Entered By: Login
— ludlities =
Field Search: Field Mame Data

Enter up to 3 flields to search on. Use “<text>=" in the Data
field to search on only the first part of a text string
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5. Type in a Start Date (dd/mm/yyyy) and End Date (dd/mm/yyyy) in the Audit Date Range fields
to specify a certain time period. Alternatively, double click the Date Range fields to open up a

calendar.

6. Click on the printer button (%I) to generate the Audit Trail Report.

This patient-specific Audit Trail Report records all the activities performed by every user within the
Medical Records module for the patient specified in the search bar for the given time period. Note
that the Audit Trail Report can be multiple pages.

[AuditTrail Report

Bart Simpson |

Baélraﬂ:sgg‘rt Simpson DOB:10/06:2010

R, ds (EMR vi- A

1
06032014 03: 28PM

Bgtﬂlrﬂﬂ:sgql‘l Simpson DOB:10/06/2010

Module: Mecical Records (SOAP [Start]) - Add

06032014 03: 8PM

ﬂ?&-"?ﬂgﬁ" Simpson DOB:10/06/2010

Bg;rﬂ-ﬂ:agqﬂ Simpson DOB:10/06/2010

Remote Medical Record Response: {Ho}

Module: Medical Records (Wital Signs) - Add

06/03201403: 29PM

ersion: {80000, Last Write: {0}, Blood PressureLimix {1}, BM: {23.4}, DateEnteredt {2014-03-06 00:00:00}, Do Hot Show: {Ha},
Entered By: {User1}, Growth Chart Cormments: {..}, Height2: {80}, Metric: {Ves), PatientID: {12}, Provider & {1}, SystemID: {3}
Times Modified: {0}, Weight: {15}, External Source {0}, External SourcelD: {0

Module: Medical Records (S0AP) - Add

06/03201403: 29PM

ersion: {80291), Last Write: {1312653824), Date Entered: {201403/06 15:28:00, Location: {Clinic), Objective List [WITALSIGHS 31 ),
Patient 1D: {12}, Provider Humber: {1}, SystemID: {69}, Bill D: {0}, Reddent Provider Ho: {0}, Remote Medicd Record Request Type: {0},

Bwsgqﬂ Simpson DOB:10/06/2010 I R ds (EMR vh- A il A7/03201409: 1AM
Bmsgg‘ﬂ Simpson DOB:10/06:2010 IR ds (EMR - A 1] 177032014 09: 9AM
Bgtﬂlgﬂ:sgqn Simpson DOB:10/06/2010 (EMR V- 17032014 09: 9AM
ng;gﬂ:gl;grt Simpson DOB:10/06/2010 IR ds (EMR v - A il AT0X201409: 2AM
Bwsgqn Simpson DOB:10/06/2010 (EMR V- A7/03:201409: 29AM
Bg;qﬂ:sggln Simpson DOB:10/06:2010 (EMR V- 17/03201410:19AM

ngrulfsgqn Simpson DOB:10/06/2010

Modules Mediical Records (SOAP [Start]) - Add

AT03201410:19AM

Bg;gﬂ:agqﬂ Simpson DOB:10/06/2010

R ds (EMR vi- A

A703201410: 0AM

Baélraﬂ:sgg‘rt Simpson DOB:10/06:2010

Module: Medical Records (SOAP [Start] - Add

1703201410: 1AM

Bgtalra—l'fsgqn Simpson DOB:10/06/2010

Module: Mecical Records (SOAP [Start]) - Add

A7/03201410: 26AM

Bg;rﬂ-ﬂ:agqﬂ Simpson DOB:10/06/2010

R ds (EML vi-A

A7/03201410: 9AM

Baélraﬂ:sgg‘rt Simpson DOB:10/06:2010

R, ds (EMR vi- A

17/03201410: 30AM

Bgtﬁlrﬂﬂ:sgql‘l Simpson DOB:10/06/2010

Module: Mecical Records (SOAP [Start]) - Add

1703201410: 1AM

ﬂ?&-ﬂ?fsgﬁ" Simpson DOB:10/06/2010

Module: Medical Records (SOAP [Start]) - Add

ATOX201410: HAM

Printed Wednesdav. Januarv 15. 2017 at 02:37 om

Paoe1
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Use:
Verify that the appropriate users are accessing a certain patient’s files.

{AuditTrail Report

Bart SimpsonI

hEdtfer Smpson

DOB: 107062010

Module: Medical Records (EMR Summarny) - Accessed

06/03201403: 28PM

gdter Smp=on

DOB:10/06,2010

Module:Medical Records (SOAP [Start]) - Add

0603201403 28PM

e Smpeon

DOB:10/06,2010

Module: Medical Records (Vital Signs) - Add

0603201403 29PM

Version: {80000}, Last Write: {0}, Blood Pressarelimb {41}, BM: {23.4), DateEnteredt {2014-03-06 00:00:00}, Do Hot Show: {Ho},
Entered By: {Userl}, Growth Chart Comments: {..}, Height 2: {§0}, Metric: {Yes), Paftient ID: {12}, Provide # {1}, SystemiD: {H}},
Times Modified: {0}, Weight: {15}, Extermal Source {0}, Extemnal SourcelD: {0}

hEitfaar Stmpson

DOB: 107062010

Module: Medical Records (SOAP) - Add

06/03201403: 29PM

Version: {80291}, Last Write: {1312653824%, Date Entered: {201:403/06 15:28:00}, Location: {Clinic}, Objective List {WITAL SIGHS 31 h
Patient ID: {12}, Provider Humber: {1}, SystemlD: {69}, Bill D: {0}, Resident Provider Ho: {0}, Remote Medical Record Request Type: {0},
Remote Medical Record Response: {Ho}

ﬂa;é'grr'sgaﬂ SImpson DOB:10/06/2010 Module:Medical Records (EMR Summarny) - Accessed 17032014 09: HAM
ﬂq&ﬂrfsgqﬂ SImpson DOB:10/06/2010 Module:Medical Records (EMR Summarny) - Accessed 17032014 09: 9AM
ﬂq&ﬂrfsgqﬂ SImpson DOB:10/06/2010 Module:Medical Records (EMR Summarny) - Accessed 17032014 09: 9AM
ﬂ"é‘ﬂfﬁ“ Simp=on DOB:10/06/2010 Module:Medical Records (EMR Summarny) - Accessed 17032014 09: L2 AM
ﬂ%%'-‘?l'r'sgﬁ“ Simpson DOB:10/06/2010 Module:Medical Records (EMR Summarny) - Accessed 17032014 09: 9AM
Bs!%ﬂllr'sgqrt Simp=on DOB:10/06/2010 Module:Medical Records (EMR Summary) - Accessed 1703201410:19AM
ﬂs!%'ﬂ'llfsgqrt Smpson DOB:10/06/2010 Module:Medical Records (SOAP [Start]) - Add 1703201 410:198M
ﬂﬁ%ﬂ'ﬂ:&ﬂ SImp=on DOB:10/06/2010 Module:Medical Records {EMR Summary) - Accessed 1703201410: 20AM
ﬂ‘!é.‘-’l'r'agﬁ“ Smpson DOB:10/06/2010 Module:Medical Records (SOAP [Start] - Add 1703201 410:18M
ﬂ‘!é.‘-’l'r'agﬂ" Simpson DOB:10/06/2010 Module:Medical Records (SOAP [Start]s - Add 1703201410: 26AM
ﬂ"&.‘-’l’r’agﬂ" Simpson DOB:10/06/2010 Module:Medical Records (EMR. Summary) - Accessed 1703201410: 94M
ﬂ“&.‘?l'r'agﬁ" Simpson DOB:10/06/2010 Module:Medical Records (EMR. Summary) - Accessed 1703201410: 30AM
ﬂ?&'?l'r'agﬁ" SImpson DOB:10/06/2010 Module:Medical Records (SOAP [Start] - Add 1703201 410: 1AM

[ tieg et simpson

DOB:10/06/:2010

Module:Medical Records (SOAP [Start]) - Add

177037201 410: 3AM

medical records?

Does this user have an appropriate
reason for accessing this patient’s

Printed Wednesdav. Januarv 18. 2017 at 02:37 om

Paoe 1
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2. Make sure that the Current option is checked in the Databases to Search field.

i Audit Trails E2

3| Qe M svar rais

Auditing User-specific Activity
1. Follow the steps in “Accessing the Audit Trails” to access the Audit Trails window.

[” Imported audit trails only @‘

Selected Patient: I

Module:

EI@ Databases to Search:
E € Archived

Record Type: I

Operation: I I;I
Audit Date Range:| /7 / = W
Entered By: I I;I

Field Search: Field Name Data

Enter up to 3 fields to seaich on. Usze “<text>>" in the Data
field to search on only the first part of a text string

3. Click on the magnifier glass button (gl) to make the Entered By field accessible.

4. Select “Medical Records” in the Module field.

I Audit Trails

S| Qe & svor 7rais

[ Imported audit trails only @‘

Selected Patient: |

@ Current

EI@ Databases to Search:

) Archived

.

Module:
Hecord Type: edical Record
) eqistration
Dperation: Billing
Laboratory

Audit Date Range: |Calendar
Evecare Records

Entered By: Login
—  |Utilities
Field Search: Field Mame

Data

Enter up to 3 fields to search on. Use “<text>*" in the Data
field to gearch on only the hrst part of a text stnng
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6.

Type in a Start Date (dd/mm/yyyy) and End Date (dd/mm/yyyy) in the Audit Date Range fields

to specify a certain time period. Alternatively, double click the Date Range fields to open up a

calendar.

" Audit Trails

S| Qleg Sl svar Frans

Select a User from the dropdown menu in the Entered By field.

[ Imported audit trails only @|

Selected Patient:
Module:
Record Type:

Operation:

Audit Date Flange:l £/

Entered By:

Field Search:

Enter up to 3 field

field to zearch

kN

|Hedical Records

-

M

-

= |l]1 Agr2:my

xt>=" in the Data

"a text string

Databazes to Search:

& Current
 Archived
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7. Click on the printer button (=) to generate the Audit Trail Report.

This user-specific Audit Trail records all the activities performed by the user specified in the search
bar within the Medical Records module for the given time period. Note that the Audit Trail Report
can be multiple pages.

{AuditTrau Report

nata“:sgﬂs Sundin DOB:21/06/2006 Module: Medical Records (SOAP Record) - Accessed 04/01/2016 01:45PM

Version: (74134}, Last Write: {-1536788736), 14:34:00), ifiect {2015/08/31 12:39:00}, Location: {Clinic),
ObjectiveList: (WITALSIGHS 7 ), Patient D: {3}, pmuuaumm-m, Systen|D: {12}, Bill ID: {0}, Resident Provider He: {0},
Responsible Signed Provider Ho: {0}, Service Signed Provider Ho: {0}, Remote Medical Record Request Type: {0},

Rermote Medical Record Response: {Ho), xID: {(12)

nglagn:sgqmmekH DOB:09/09/1976 Module: Medical Records (EMR Summary) - Accessad 04/01/2016 01:48PM

natia“:sgqmmeker DOB:09/09/976 Module:Medical Records (SOAP Record) - Accessad 04/01/2016 01:48PM

Version: (80528), Last Write: {2037T60768), Date Entersd: {201541/0612:39:00}, Location: (Clinic), PatientID: (s), Provider Humber: {1},
[2) {80}, Bill ID: {0}, ResidentProwider Ho: (0}, Remote Medical Record Request Type: {0
{Ho}, xID: {79}

Fatien Mytts Sundin DOB:21/06/2006  Module:Medical Records (EMR Sumemary) - Accessed 04012016 01:49PM
Fatien Mytts Sundin DOB:21/06/2006  Module:Medical Records (SOAP Record) - Accessed 04012016 01:49PM
Version: {74134}, Last Write: {-1536788736), 14:34:00), ifiect {2015/08/31 12:39:00}, Location: {Clinic),

ObjectiveList: (WITALSIGHS 7 ), Patient D: {3}, pmuuaumm-m, Systemn|D: {12}, Bill ID: {0}, Resident Provider He: {0},
Responsible Signed Provider Ho: {0), Service Signed Provider Ho: {0}, Remote Medical Record Request Type: {0},
Rermote Medical Record Response: {Ho), xID: {12}

nglagn:sgqmmekH DOB:09/09/1976 Module: Medical Records (EMR Summary) - Accessad 04/01/2016 01:50PM

Batia“:ag%ﬂ:wﬂlcher DOB:09/09/1197% Module: Medical Records (SOAP Record) - Accessed 04/01/2016 01:50PM

Version: (80528}, Last Write: (2037760768}, Date Entered: {201541/0612:39:00), Location: {Clinic), PatientID: (s), Provider Humber: {1},
Subjective: (), SystemID: (80, Bill ID: {0}, ResidentProwider No: {0}, Remote Medical Record Request Type: {0
Remote Medical Record Response: {Ho), xID: (79}

DOB: Module:Medical Records (UDS Setups) - Add 04/01/2016 01:56PM
I.Isﬂ'l.lsaﬂ

Version mnna), Last Write: {0},
Cell Definition:
£010160010160.010160.010160.010160.010160.010150.010150. 00160 010160.010160.010160.0104 60,04 H160.0901 60,01 1160.014 60,01 ME0.010160.
010160.010160.010160.010160.010160.010160.010160.010160.010160.010160.01$160.0101 60.010160.0101 60.010160.010160.010160.010160.010160.0
1016001 V1001016001 0160.010760.010160.010160.010160.010160.010160.010160.010160.),

Cdummdﬂg{m&ﬂﬂﬂ.ﬂﬂﬂﬂﬂﬂﬂ.ﬁBB.IIﬂﬁ.ﬂﬁﬂﬂﬁﬂﬁﬂﬁﬂ.sﬂﬂ.sﬂﬂ.ssﬂ.ﬂsﬂ.ﬂssﬂ.ﬂs&ﬂs&ﬂ}, Columns: {50}, LineMa: {1},

Hame: {Brendan Test CD| Row Headers: 10: {7797
Patient: DOB: Module:Medical Records (UDS Setups) - Add 04/01/2016 01:56PM
User:User1

Version: (30063}, Last Write: {0,
Cell Definitions:

{10160.010160.010160.010160.010160.010160.010160.010160.040160.010460.014160.0104160.01 01 60.04 01604101 60.01 01600101 60.01 0162010160,
010160.010160.010160.010160.010160.010160.010160.010160.010160.010160.01$160.0101 60.010160.0101 60.010160.010160.010160.010160.010160.0
10160.010160.014160.010160.010160.0101 60.010160.010160.010160.010160.010160.010160.),

Calunme: {0), Line Ho:{2), HWame: {Brendan Test COM}, Rowss: {0} {T798)
Patient: DOB: Module:Meical Records (UDS Setups) - Add 04112016 01:55PM
UserUsert

Version: (30063}, Last Write: {0,
Cell Definitions:

£010160.010160.010160.010160.010160.010160.010160.010160.010160.010160.010160.0104160.01 01 60.01 01600101 60.010160.010160.01 0160010160,
010160.010160.040160.010160.010160.010160.010160. 0401 60.10160.010150.01$4160.0101 60.010160.0104 60.010160.010160.010160.010160.010460.0
10160.010160.014160.010160.010160.0101 60.010160.010160.010160.010160.010460.010160.),

Colunms: {0), Line Ho:{3), Hame: {Brendan Test COM}, Rows: {0} {1799}
patient DOB: Module:Medical Records (UDS Setups) - Add 04012016 01:55PM

Version: (30063}, Last Write: {0,
Cell Definitions:

{10160.010160.010160.010160.010160.010160.010160.010160.040160.010460.014160.0104160.01 01 60.04 01604101 60.01 01600101 60.01 0162010160,
010160.010160.010160.010160.010160.010160.010160.010160.010160.010160.01$160.0101 60.010160.0101 60.010160.010160.010160.010160.010160.0
10160.010160.014160.010160.010160.0101 60.010160.010160.010160.010160.010160.010160.),

Colunms: {0}, Line Ho: {4}, Hame: {Brendan Test COM}, Rows: {0}, {7800}
ig!_. e DOB: Module:Medical Records (UDS Setups) - Add 04012016 01:55PM

Version: {80063}, Last Write: {0},

Printed Wednesdav. Januanys 18. 2017 at 02:52 nm Paoe1
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Use:

Verify that the user is accessing records of patients for authorized purposes.

lAudit Trail Report

(e —
FETSONT: § (T3 ¥t Write: {-1536788736), DateEnteredt £200F/0906 14:34:00}, DateModified: {2015/08/3 12:39:00), Location: {Clinic},
Objer” “=Ligt: {VITAL SIGHS 7 } Patient D: {3}, Provid/ ‘“amber: {1}, SystemniD: {12}, Bill ID: {0}, Resident Provider Ho: {0},
Res ‘e Signed Provider Ho: {0Y, Senice Signed Provicd Reamote Medical Record Request Type: {0},

Rem edical Record Response: {Hol, xID: {12}

DO B: 21/06/2006 IMIIILIB:MECIt:aI Records (SOAP Retord) - Accessad | 0401:2016 01: 5P M

ﬂatin qrchuchﬁ' DOB:09/09M976  Module: Medical F 1= (EMR Summary) - Accessed 04012016 01: BPM

Patient Darcey Tucker DOB:09/091976 Module: Medical Records (SOAP Record) - Accessed 0410172016 01: 88PM

. 768}, Date Entered: {21 ider Humber: {1
IS the user accessing -6, Resuot prind > i

b xID: {79}

the patient chart for .
006 Modue:Medicall |5 there any abnormal activity? | 04012016 01:49PM

authorized
, 006 Module:Medical 04/01/2016 01:49PM
purposes: 736), DateEnteret {2 Location: {Clinic},
Patient ID: {3}, Provi rovider Ho: {0},

Responsible Signed Provider Ho: {0}, Service Signed Provider Ho: {0}, Remote Medical Record Request Type: {03,
Remote Medical Record Response: {Ho), xID: {12}

ﬂmsgqmmem DOB:09/MM97%  Module:Medical Records (EMR Summany) - Accessed 04042016 01: 50PM
ﬂmsgqqumm DOB:09/09M1976 Module: Medical Records (SOAP Record) - Accessed 04012016 D1: 50PM

Version: {80528}, Last Write: (2037760768}, Date Entered: £201511/0612:39: 003, Location: {Clinic}, PatientiD: {5}, Prowder Humber {1},
Subjective: {.}, SystemnlD: {80%, Bill ID: {0}, Resident Provider Ho: {0}, Remote Medical Record Request Type: {0},
Remote Medical Record Response: {Hol, xID: {79}

Patient DOB: Module: Medical Records (UDS Setups) - Add 010172016 01: 56PM
Userllsert

Vergion: {80063}, Last Writes {0},

Cell Definitions:

{1 0160.010160.0101 60. M 01 60.01 0160.010160.010160.010160.010160.01 01 60.01 M 60.0101 60.010160.01 M 60.01 01 60.010160.01 M 60.M0160.010160.
010160.01M 600101 60,0101 60.01 1 60.010160.01 01 60.01 M1 60.H 016001 0160.01H60.01 01 60.010160.010160.H 01 60.010160.010160.010160.010160.0
10160.010160.01H60.H 0160.010160.01 1 60.41 016 0.010160.0101 60. H0160.01 0160.010160.},,

Colurm Headers: { !

Colurm Widthe: {4.5.8.5.8.5.8.8.5.8.5.6.5.5.8.5.5.5.8.5.5.8.5.6.5.5.8.0.5.5.5.3.5.5.5.8.3.5.8.08.5.5.8.8.8.8.8.5.88.), Colums: {50}, LineMHo: {1},
Hame: {Erendan Test COM}, Row Headers: { )} Rows: {50}, Sys=temlD: {7797}

|Patient DOB: Module: Medical Records (UDS Setups) - Add 04012016 D1:56PM
User:Usert

Version: {80063}, Last Write: {0},

Cell Definiions:

{ M 0160.010160.010160. H0160.01 0160.010160.010160.010160.010160.01 01 60.01H60.0101 60.010160.01 M 60.0H 01 60,01 0160.01 1 60.HO160.010160.
010160.01 1600101 60,0401 60,01 1 60.010160.01 01 60.01 01 60.H 0160.01 0160.01 H 6001 01 60.010160.010160.04 01 60,01 01600101 60.010160.010160.0
10160.010160. 01 H60.H 01 60.010460.01 H 60.04 0160.01 0160.0101 6:0. H 01 60.01 0160.010160.},,

Columme: {0}, Line Ho: {2}, Hame: {Erendan Test CDM}, Rows: {0}, SystemlD: {7798}

Patient: DOB: Module: Medical Records (UDS Setups) - Add 04012016 D1:56PM
User:Usert

Version: {80063}, Last Write: {0},

Cell Definiions:

{ M 0160.010160.010160. H0160.01 0160.010160.010160.010160.010160.01 01 60.01H60.0101 60.010160.01 M 60.0H 01 60,01 0160.01 1 60.HO160.010160.
010160.01 1600101 60,0401 60,01 1 60.010160.01 01 60.01 01 60.H 0160.01 0160.01 H 6001 01 60.010160.010160.04 01 60,01 01600101 60.010160.010160.0
10160.010160. 01 H60.H 01 60.010460.01 H 60.04 0160.01 0160.0101 6:0. H 01 60.01 0160.010160.},,

Colummnes: {0}, Line Ho: Hame: {Brendan Test CDI Rows: {0}, SystemnlD: {7799}

Patient: DOB: Module: Medical Records (UDS Setups) - Add 04012016 D1:56PM
UserUs=erl

Version: {80063}, Last Write: {0},

Cell Definitions:

{ M 0160.010160.010160. H0160.01 0160.010160.010160.010160.010160.01 01 60.01H60.0101 60.010160.01 M 60.0H 01 60,01 0160.01 1 60.HO160.010160.
010160.01 1600101 60,0401 60,01 1 60.010160.01 01 60.01 01 60.H 0160.01 0160.01 H 6001 01 60.010160.010160.04 01 60,01 01600101 60.010160.010160.0
10160.010160. 01 H60.H 01 60.010460.01 H 60.04 0160.01 0160.0101 6:0. H 01 60.01 0160.010160.},,

Columme: {0}, Line Ho:{#, Hame: {Erendan Test CDM}, Rows: {0}, SystemliD: {7500}
ﬂgégﬂ:m DOB: Module: Medical Records (UD5 Setups) - Add 04404:2016 01: 56PM

Version: {80063}, Last Write: {0),

Printed Wednesday. Januarv 18. 2017 at 02:52 pm Paoe 1
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If you observe suspicious activity in your EMR
After you interpret the results of the audit reports, you may conclude that there is suspicious user
activity in your EMR. Below are steps to take to address this issue:

1. Ensure that you have interpreted the audit reports accurately. If concern about user activity
remains, investigate further by meeting with the user to verify his or her activities in the record.

2. If it has been determined that access did not fall under authorized collection, use or disclosure
according to relevant privacy legislation, then a privacy breach has been committed.

3. The Hamilton Family Health Team’s Privacy Breach Protocol (included as an Appendix) provides
step-by-step instructions about what to do next.

If you need help

If you have questions about an actual or suspected privacy breach, please contact:

Dr. Lindsey George, HFHT Privacy Officer
Lindsey.George@hamiltonfht.ca (please do not use identifying information in your email)
905-667-4848 ext. 117

If you are unable to reach Lindsey, you may also contact:

Vanessa Foreman, Health Planning & Communications Coordinator (and support to Dr. George with
respect to HFHT Privacy Policies)

Vanessa.Foreman@hamiltonfht.ca (please do not use identifying information in your email)
905-667-4848 ext. 128

If you have questions related to performing audits in P&P, please contact your Quality Improvement
Decision Support Specialist (QIDSS).
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Appendix
Hamilton Family Health Team

Privacy Breach Protocol*

Report

If a privacy breach happens within an individual family physician’s office and it can be addressed there,
then it should be and also should be reported to the relevant FHO’s lead physician. If a privacy breach
cannot be managed within the family physician’s office, the Privacy Officers can be contacted to assist.

Annually each FHO will submit a report to the Privacy Officers who will make a full report to the board of
the Hamilton Family Health Team.

Privacy Breach
A privacy breach happens whenever a person contravenes or is about to contravene a rule under the
Personal Health Information Protection Act, 2004 (PHIPA) or our privacy policies. The most obvious
privacy breaches happen when patient information is lost, stolen or accessed by someone without
authorization.

For example:

o Afaxis misdirected

e Anunencrypted laptop with health information saved on the hard drive is stolen

e A courier package is not delivered to the correct address

e A USB key is lost

e A patient reads another patient’s health record on a computer while waiting in a clinic room

o Atestresultis filed in the wrong health record

e Someone talks about a patient of the Family Health Team with a friend

e Health records to be disposed of are recycled and not shredded

e Qut of curiosity, a staff member reviews a neighbour’s health record

e Health information is given to the media

o A staff member makes a copy of an ex-spouse’s health record without the permission of the
patient

Privacy Breach Protocol

The following steps will be taken by the Privacy Officers (or delegate) if they believe there has been a
privacy breach:

! Based on the Information and Privacy Commissioner/Ontario “What to Do When Faced with a Privacy Breach?
Guidelines for the Health Sector”. Available online: http://www.ipc.on.ca/images/Resources/up-hprivbreach.pdf
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Step 1:

Step 2:

Step 3:
breach

Respond immediately by implementing the privacy breach protocol

Ensure appropriate staff members within the Hamilton Family Health Team and the applicable
Family Health Organization are immediately notified of the breach, including the Privacy Officers
and the physicians whose patients are potentially affected by the privacy breach.

Address the priorities of containment and notification as set out in the following steps.
Containment - Identify the scope of the potential breach and take steps to contain it
Retrieve the hard copies of any personal health information that has been disclosed.

Ensure that no copies of personal health information have been made or retained by the
individual who was not authorized to receive the information and obtain the person’s contact
information in the event that follow-up is required.

Determine whether the privacy breach would allow unauthorized access to any other personal
health information (e.g. an electronic information system) and take whatever necessary steps
are appropriate (e.g. change passwords, identification numbers and/or temporarily shut down a
system).

Consider notifying the Information and Privacy Commissioner/Ontario (IPC/O) and/or legal
counsel if appropriate.

Notification - Identify those individuals whose privacy was breached and notify them of the
At the first reasonable opportunity, any affected patients (or others whose personal health
information has been affected) will be notified.

The type of notification will be determined based on the circumstances (such as the sensitivity
of the personal health information, the number of people affected, and the potential effect the
notification will have on the patient(s)).

o For example, notification may be by telephone or in writing, or depending on the
circumstances, a notation made in the patient’s file to be discussed at his/her next
appointment.

Provide details of the extent of the breach and the specifics of the personal health information
at issue.

Advise affected patients of the steps that have been or will be taken to address the breach, both
immediate and long-term.

Consider notifying the IPC/O and/or legal counsel if appropriate.
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Step 4: Investigation and Remediation

e Conduct an internal investigation into the matter. The objectives of the investigation will be to:

o Ensure the immediate requirements of containment and notification have been
addressed.

o Review the circumstances surrounding the breach.

o Review the adequacy of existing policies and procedures in protecting personal health
information.

o Address the situation on a systemic basis.
o ldentify opportunities to prevent a similar breach from happening in the future.
e Change practices as necessary.

e Ensure staff are appropriately re-educated and re-trained with respect to compliance with the
privacy protection provisions of PHIPA and the circumstances of the breach and the
recommendations of how to avoid it in the future.

e Continue notification obligations to affected individuals as appropriate.
e Consider notifying the IPC/O and/or legal counsel as appropriate.

e Consider any disciplinary consequences with staff or contract issues with independent
contractors or vendors that follow from the privacy breach.
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Appendix 1.2 Audit Tracking Worksheet

Date:

Audit Conducted
by:

Type of Audit:

Abnormal
Findings?
(Yes/No)

Comments:
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